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Today, focus on this issue is mostly on ML-based AI, however, any technology -because it has effects on the world -- should fulfill the same requirement.
Including the Internet and networking!
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societies introduce checks & balances
e.g. norms on privacy, data regulation
(e.g. GDPR), competition laws, etc.

How these checks and balances are
reflected at infrastructural level?
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For inter-domain routing,
network operators typically
rely on BGP policies and
community tags.
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“responsibility” is a matter
of social coordination policy

Internet social structure
Three main roles can be recognized around Internet’s activities:
●
●
●
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Our paper raises two critiques
●

RESPONSIBILITY GAP:

Low-level programmability (e.g. for routing, via
BGP policies) is not sufficient to capture and behaviourally
operationalize the value structure of users.

●

REGULATIVE CONTINGENCY: Power-relationships

between roles should not
be hard-coded (that is, should be partially programmable).

Requirements for responsibility
An agent has (agentive) responsibility if it:
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foresee the
associated outcomes
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need for “normware” technology
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The paper elaborates on the functions required to pass from
high-level specifications to low-level policies (e.g. BGP
policies and community tags for routing)...
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Conclusions (1b)
“give me eyes, and I’ll know where I’ll go” Computation cannot be
“responsible” if the computational agent has no means to evaluate the effect of
its actions, and then to prevent wrong outcomes.
“pipes are dumb, water drinkers are not” Networks are supposed to
operate blindly with respect to the content they transport, by making decisions
on packets and unaware of the value of the whole transactions. But this
information is (to some extent) available at the users’ endpoints!
In full control, users should be able to provide some artefact specifying their
preference/value structure and their expectations. Network operators should
operate, still blindly, just according to these directives.

Conclusions (2a)
“do not hard-code what is soft-coded” It is premature, if not wrong, to aim
to a definitive solution concerning power-relationships (e.g. full-control for
users and full-blindness for network operators). Too many local contextual
factors intervene to set which are the “right” checks and balances. We need
programmability also at this level. But what to program?

Conclusions (2b)
“do not hard-code what is soft-coded” It is premature, if not wrong, to aim
to a definitive solution concerning power-relationships (e.g. full-control for
users and full-blindness for network operators). Too many local contextual
factors intervene to set which are the “right” checks and balances. We need
programmability also at this level. But what to program?
“what works, it may work” For a global network like the Internet, possible
starting points would be normative constructs and frameworks developed in
non-computational contexts, as in international law, or most plausibly in
international private law, already operative across very diverse jurisdictions.
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