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ABSTRACTWith everyone collecting and generating value out of data, this paper focus on distributed data
trading platforms, digital market places (DMPs). The DMPs can handle the intricacies of data sharing: how,
where, and what can be done with the traded data. Here, we represent collaborations among involving parities
in DMPs in the form of archetypes and model them with numeric representations for easier manipulation
with standard mathematical tools. We also develop an algorithm that aims to map any customer-de�ned
trust-dependent application request into a best-�t infrastructure archetype in a DMP. Also, we propose
multiple metrics that allow evaluate and compare competing the DMPs systemically from more dimensions:
coverage, extensibility, precision, and �exibility. We demonstrate the effectiveness of these metrics in a
concrete use case.

INDEX TERMS Digital market places (DMP), trust, collaboration archetypes, evaluation metrics.

I. INTRODUCTION
In the era of big data, the amount of collected data is increas-
ing dramatically [1], [2]. Sharing and utilizing such data
can generate great value and improve collaborations among
parties [3]. But security and privacy concerns may arise,
especially in scenarios that members are normally competing
with each other [4]. Newly emerging Digital Market Places
(DMP) concept aims to facilitate such trusted big data sharing
for a speci�c purpose [5], [6]. In this paper, we propose a
method to match applications to the closest infrastructures,
in the form of archetypes, in a DMP. We also de�ne a set of
metrics to evaluate and compare with competing DMPs.

A DMP is a membership organization bringing parties
together to share data assets for achieving a common goal.
A well-known example is Airbnb. It constructs a distributed
computing platform which allows providers and consumers
to trade and share their data asset and creates a trusted
infrastructure for data processing. A DMP may be governed
by a consortium to prevent asset exposure. The transactions
within a DMP must comply with a digital contract, agreed by
all members, to regulate everything from data movement to
algorithm execution.

The associate editor coordinating the review of this manuscript and
approving it for publication was Kuo-Hui Yeh.

A potential DMP customer normally participates in dif-
ferent DMPs for different applications. Because both col-
laborating partners and collaboration purposes are varying
with requirements of individual application. For example,
airline companies would like to predict the necessity of air-
craft maintenance with AI/ML algorithms. They can certainly
bene�t from a more accurate prediction by gathering data of
the same type of aircraft. Certainly keeping data sovereignty
is crucial since the data is shared with competitors. But one
company may need to collaborate with a different set of air-
line partners for different aircraft types. And the collaboration
request changes correspondingly with different trust among
involving parties.

This begs a question:How to map applications into best
�t infrastructure patterns in a speci�c DMP?Also, it is
quite interesting to have a deeper understanding and a more
systematic description of the capability and features of those
DMPs. The concept of DMPs is, though very promising,
a relatively new research �eld. As far as we know, there
are no established and standardized metrics to evaluate the
performance of DMPs and compare competing ones. The
main contributions of our work are:

� We model multi-party collaborations numerically with
3D matrices; We also develop an algorithm to reason
on the mathematical representations of collaborations
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with an effort to match any concrete complicated col-
laboration request into the best �t distributed computing
archetype from the DMP.

� De�ne multiple metrics to evaluate a DMP from various
aspects; namely, we identifycoverageand extensibil-
ity as metrics to describe properties and features of a
DMP itself; andprecisionand �exibility describe the
performance associated with a speci�c user request to
the DMP.

II. DMPS AND COLLABORATION MODELS
A DMP is a membership organization to support members
to achieve a common goal by data asset sharing. Figure1
illustrates a high-level framework of a DMP. The movement
and processing of data objects and compute objects are gov-
erned by anAgreementachieved by all members, such as
data suppliers and algorithm providers, in this DMP instance.
The Infrastructure Patternis dependent on concreteAgree-
ment for each DMP instance and those rules are enforced
by underlyingData Exchange Infrastructurewith future net-
work capabilities.

FIGURE 1. A high-level framework of an example Digital Market Places
(DMP).

The Agreementof a DMP instance contains information
about how data and compute objects �ow, where to perform
the execution and how intermediate results aggregate and
so on. Collaboration models are de�ned to describe such
restrictions and serve a role in connecting theAgreementto
the underlying digital infrastructure. For example, different
collaboration models might have different vulnerabilities and
threats, which require different defense mechanisms in the
underlying infrastructure to achieve optimization between
security and performance.

Normally, collaboration models are de�ned and described
from both the DMP operator perspective and potential cus-
tomer perspective. Here we clarify some terminologies for
better explanations. From the DMP operator side, we call
those collaboration models asCollaboration Archetypes.
From a DMP customer side, we call those collaboration
models asApplication Requests.

A. COLLABORATION ARCHETYPES
Each DMP may support one or more collaboration archetypes
to allow potential customers to choose from.

FIGURE 2. Example collaboration archetypes of a Digital Market
Places (DMP).

Figure 2 illustrates four collaboration archetypes. Multiple
parties, located in distributed places, aggregate their data
and compute objects for a result to achieve a common goal.
In Archetype A, all the data are transferred and aggregated in
the compute object provider. In Archetype B, compute objects
come to data providers and data are processed locally and
separately. Intermediate results are then merged in compute
object provider. For archetype C, the data and compute meet
in a trusted 3rd party. The data from each data set is processed
separately for an intermediate result and then merged at
compute object provider. For archetype D, data are processed
locally in each database by the compute object transferred
from its provider. However, the intermediate results are not
merged in one physical location, like archetype A, B, C, but
aggregated in a cascaded manner.

Based on the de�nition in [7], archetypes are de�ned as
an original model or type based on which similar things are
patterned. We call these collaboration models, from DMP
perspective, archetypes because they only capture the main
features but are not speci�c to some details. Those details
include the concrete participating parties and the total number
of parties for the collaboration.

B. APPLICATION REQUEST
A potential customer, a group of members who would like to
collaborate for data sharing for a common goal, may come to
a DMP with a concrete collaboration request and seek a best-
�tted collaboration archetype. We call such collaboration
models as application requests.

Application requests describe how the involving members
would like to share their assets in the speci�c application.
Normally application requests are included in theAgreement
and highly depending on the trust relationships among involv-
ing members.

Figure 3 describes a concrete application request. Party A
would like to perform its algorithm on the data from Party B.
But Party A and B do not trust each other, so they employ
a trusted third party C and send their compute and data to
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FIGURE 12. Coverage as a function of increasing archetype set size with
DA D 4 and DA D 6 respectively.

In Figure 12, each group representscoverageof DMPs
supporting archetype sets with equal size. It is not surprising
thatcoverageincreases approximately in a linear manner with
a larger archetype set size. If a DMP operator implements
and supports more collaboration archetypes, it certainly has
a higher possibility to satisfy more requests. But it is usually
more expensive.

By analyzing data of proposed metrics, a DMP operator
may �nd a better solution between implementation cost and
achievedcoverage. Shown in Figure12, most inter-quartile
range boxes have overlap values with their neighbors. This
indicates that a DMP, who supports a larger number of
archetypes, may result in a relatively lowercoverage. One
DMP operator or customer may bene�cially select a speci�c
archetype set who has highercoveragebut lower archetype
size.

Similar withcoverage,DMP extensibilityis also an evalua-
tion metric de�ned from DMP operator perspective and inde-
pendent of particular collaboration requests. It represents the
richness a DMP can achieve by constructing new archetypes
by primitive composition. In some scenarios, a DMP with
lowercoveragemay have higherDMP extensibility.

Figure13 shows statistic information about the values of
DMP extensibilityin DL4LD. DMP extensibilityincreases
non-linearly with more supported archetypes. The mean
value increases faster when the supported archetype size
grows from 1 to 4 and becomes relatively stable after the num-
ber reaches 5. The standard deviation ofDMP extensibilityfor
DMPs with equal archetype set size is very small. It is because
that every archetype in DL4LD has only one primitive.

For DMP extensibility, it may be more interested to inves-
tigate howcoverageor precisionwould increase after DMP
extension. We would discuss some of them in next Section.

VIII. METRIC EVALUATION WITH SPECIFIC
APPLICATION REQUESTS IN DL4LD
In this section, we evaluate multiple DMPs in DL4LD by
computing all the �ve metrics with two concrete application
requests of the airline use case. An optimum DMP is selected

FIGURE 13. DMP extensibility as a function of archetype set size.

for each scenario by analyzing those metrics intelligently
with Algorithm 2.

A. DESCRIPTION OF SPECIFIC APPLICATION REQUESTS
Two scenarios describe collaboration among Airline Compa-
nies. The involved parties are KLM, AirFrance, and Dell.

1) SCENARIO A
As illustrated in Figure 14(a), both AirFrance and KLM trust
Dell in data scopeand provide their aircraft data to it. Dell
aggregates the data and performs its AI algorithm on it.
However, KLM prefers sharing its data only by remote
mounting and AirFrance allows the direct transfer, both of
which are negotiable and belong to soft requests of this
application.

2) SCENARIO B
This scenario is more complicated and is described in
Figure 14(b). One data provider AirFrance does not trust Dell
in data scopebut Dell trusts it inalgorithm scope. Dell �rst
sends its AI algorithm to AirFrance, who would send the
intermediate resultback after operating on its local data.
Another data provider KLM and Dell do not trust each other
and agreed to use Amazon as a trusted 3rd party to perform
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FIGURE 14. Two example application requests for a digital collaboration
of airline companies in DL4LD.

the computation and theintermediate resultis also sent back
to Dell. Finally, Dell can merge theintermediate resultsfrom
both sides and offer a prediction result. All the asset sharing
is through direct transfer and no soft requests involve in this
collaboration.

B. METRICS ANALYSIS WITH INTELLIGENT
DMP SELECTION
In this section, we show a concrete example about how to
choose a suitable DMP with speci�c application requests
among competing DMPs with algorithm explained in
Section V-F. The application requests are described in detail
as scenarios A and B and available DMPs are shown
in Table 4. The table describes each DMP with its supported
archetype set.

TABLE 4. Available DMPs and its supported archetypes defined in DL4LD.

1) METRIC ANALYSIS FOR SCENARIO A
Table 5shows the proposed metrics of all DMPs for appli-
cation request A. Rank those DMPs withcoverage in

TABLE 5. Metrics evaluation of various DMPs for scenario A.

descending order and no DMP achieves a fullprecision.
Existence of soft requests contributes to a non-zero�exibility,
which is a pre-condition for calculatingapplication exten-
sibility. A positive application extensibilityindicates that a
perfect matched archetype, for the speci�c request, can be
provided by the DMP by modifying the application. Finally,
DMP1 is selected as optimum for this speci�c scenario.

TABLE 6. Metrics evaluation of various DMPs for scenario B.

2) METRIC ANALYSIS FOR SCENARIO B
The computed metrics of application request B for all avail-
able DMPs are shown in Table 6. Based on the value of
precision, the �tness from those �ve DMPs to application
request B is much lower than that of A. Since there is no soft
requests,�exibility D 0. Consequently, metricapplication
extensibilityis invalid under this scenario. Then we further
explore whether a perfect match can be achieved by archetype
recombination. According to the last row in Table6, DMP3
is selected as optimum for the ability to offer an exact match
and relatively highercoverage.

IX. RELATED WORK
DMPs are found in the literature to primarily describe speci�c
online platforms that enable transactions among participating
parties [11]. A very well known example is Airbnb [12],
which is focused on putting peers, i.e. homeowners and short
term renters, in contact. Business to business (B2B) platforms
also relies on DMPs to create additional value for participat-
ing parties [13], [14].

The common approach to a DMP is that of a platform
whereby the DMP provider becomes a trusted party [15].
This model entails that data and algorithms have to move
to a secure trusted location provided by the provider. Our
model of a DMP is a distributed model where autonomous
parties build trust relations between them and move data and
algorithms accordingly.

Reference [16] de�nes DMP as a platform coordinating
supply and demand of digital products, a collection of data
containing speci�c information, among providers and con-
sumers. They de�ne a distributed business process model
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