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Main problem statement

* Organizations that normally compete have to bring data together to
achieve a common goal!

* The shared data may be used for that goal but not for any other!

* Data may have to be processed in untrusted data centers.
— How to enforce that using modern Cyber Infrastructure?
— How to organize such alliances?
— How to translate from strategic via tactical to operational level?

— What are the different fundamental data infrastructure models to consider?
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Detailed Approach
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What have we been doing?

Studying and defining draft Policy
Working out some Archetypes

Implementing a proof of concept using several distributed
DTN’s and dockers on kubernetes.

Working on a demo for SC18 1n Dallas TX, 11-16 Nov.
Generic model for Archetypes

Tactical operation of Digital Data Markets
Optimization of degrees of freedom == value



DMP archetypes and their representation
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Processing
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Result
Dataset
Contract
Filetransfer
Result output

Algorithm copy

Remote filesystem mount

Container

Contract Driven Slice

On the left one of the many
collaboration models within a DMP.
We call this archetype. One DMP can
support multiple archetypes
depending on the contracts between
partners.

To match application/user requests to
the archetype we need to model the
archetype on the left in generic ways.



Models for archetypes
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Parties in the DMP collaborate across a number of scopes: data, computing and output. They share data, they share algorithms and
they can share results. The matrix on the left represent the level of collaboration between two parties in each of the scope. In the
previous slide we had four parties plus the DMP exchange, so we have a 5x5 matrix. SE




Matching requests

X

Archetype
Customer-defined CM

Covered area

Our work 1s to match a customer application to the ‘closest archetype’.
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Dimensions of DMP

Coverage Extensibility

How well can we satisfy users request with the Can a DMP provide more archetypes to user?
available archetypes?

Precision Flexibility
How well the archetype database of a given How easily the requests from potential
DMP fits a request by customer? customers could be satisfied?

We defined four metrics to determine the ‘richness’ of a DMP.



Secure Policy Enforced Data Processing

o'.'
. Docker with encryption, policy engine, certs/keys, blockchain and secure networking
Data Docker (virtual encryped hard drive)

Compute Docker (protected application, signed algorithms)

Visualization Docker (to visualize output)
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Bringing data and processing software from competing organisations together for common goal

Org 1\

Untrusted Unsecure Cloud or SuperCenter

Secure Virtual PC

,Org 2

Org 4



Algorithm Developers
(own or third party)

- AI/ML algorithm based Decision Support Systems create business
value by supporting realtime complex decision taking such as
predicting the need for aircraft maintenance.

Planning,

Predic

Efficienc

n

- Algorithm quality increases with the availability of aircraft data.
- Multiple airlines operate the same type of aircraft.

- Research Question: “How can Al/ML algorithm developers be
enabled to access additional data from multiple airlinesg”

- Approach: Applying Digital Data Marketplace concepts to
facilitate trusted big data sharing for a particular purpose.

A Digital Data Marketplace is a membership organization
supporting a common goal: e.g. enable data sharing to
increase value and competitiveness of Al/ML algorithms. [ Do Oy eriaics

Mombership Organization

Membership organization is institutionalized to create, s

implement and enforce membership rules orga

Market members arrange digital agreements to exchange
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Agreements subsequently drive data science transactions
creating processing infrastructures using infrastructure patterns
offered by a Data Exchange as Exchange Patterns.

Data Science
Platform Layer

Data Exchange Model
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Dataharbours: computing archetypes for
digital marketplaces

Reginald Cushing, Lu Zhang, Paola Grosso, Tim van Zalingen, Joseph Hill, Leon Gommans, Cees de Laat,
aay Doraiswamy, Purvish Purohit, Kaladhar Voruganti, Craig Waldrop, Rodney Wilson, Marc Lyonnais

Trust model

The problem

ow can competing parties share compute and data?
The architecture of a digital marketplace is an active -
research field and has many components to it. Here Allee (
we investigate a federated computing platform which s |:> Comp infrastructure
is molded into different archetypes based on trust Alice }\‘
relationships between organizations.

Charlie

The components

Consortium: is an initial document which brings together organizations that wish to collaborate. It defines static

information such as keys to identify parties. —
applications

Infrastructure: A single domain organization infrastructure that securely
hosts data, compute containers and, optionally, compute infrastructure. We dub
this infrastructure a data harbour. A harbour implements a set of protocols contracts

that allows it to interact with other harbours.

(1o auaing |
Contracts: Are a set of rules that are shared amongst participating harbours
which describe how objects (data, compute) can be traded between harbours infrastructure

and who can process data. In its simplest form is a 7-tuple which binds a user,
data object, compute container, contract, consortium, harbour, and expiry date. compiitelfsivelie
An application: Is a distributed pipeline which can make use of several

contracts. The combination of application and contract defines the archetype ERiEEiiD

of the computation i.e. how data and compute are moved to effect computation.

Auditor: A trusted entity that collects audit trails for use in litigation of
policy violations.

In action

€ DataHarbours: Computing Archetypes for Digital Marketplaces Bl cicna B A'R FRANCE K1 amgs

Federated computing on 3 distributed
data harbours. Here we illustrate

one archetype where KLM and
Airfrance do not trust each other

and employ a trusted 3rd party to
send the data and compute for
processing.

For the scenario to succeed the

different harbours need to effect

several transactions which are

governed by contractual rules.

The transaction protocol involves first

identifying both parties are who they

say they are through pub/priv key —_—

challenges and secondly, that at least o

a contract rule is matched to allow

the transaction. Important steps of the transactions are audit logged i.e. signed and published to and audit log collector.
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Experimental Setup

Data Transfer nodes at UvA, KLM and Equinix
Running Kubernetes with a number of dockers (pods) see below.

tim@Quva-kube-04:~% kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE
be2-deployment-c87646848-wt815 1/1 Running 0 77m 192.168.5.39 eqx-kube-03 <none>
mql 1/1 Running 0 13d 192.168.1.2 uva-kube-02 <none>
oex.airfrance 1/1 Running 0 10d 192.168.4.16 eqx-kube-02 <none>
oex.klm 1/1 Running 0 10d 192.168.3.5 eqx-kube-01 <none>
oex.trusted 1/1 Running 0 13d 192.168.1.3 uva-kube-02 <none>
plannerl 1/1 Running 0 10d 192.168.4.15 eqx-kube-02 <none>

* be2 is the backend for the website.
e It serves the static pages and passes new information and input to the planner.
* mgl is the message queue that each oex writes logs to.
e o0ex.* each is one zone or 'object exchange server'.
e It is responsible for handling requests from others and sending requests to other parties.
e It should do so in accordance with a preselected contract/archetype.
* plannerl handles requests from be2 when selecting an archetype (and passes it on to the oex’s) and when an
application or pipeline is started (and passes it on to the oex).
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DataHarbours:
Computing archetypes for
digital marketplaces

Reggie Cushing, Tim van Zalingen, Joseph Hill, Lu Zhang, Paola Grosso,
Cees de Laat, Leon Gommans, Vijaay Doraiswamy, Purvish Purohit,
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Q&A

e More information:
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